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Attack Category

Malicious Input

Vulnerability Category

Softwar e Context

Buffer Overflow
e Other
. . .

L ocation

Description

stdlib.h

getenv() allows a programmer to get the value of an
environment variable.

The value of thisvariable is stored in a character
array and the size of the return value is not known
when the function is called. Use caution (memcpy(),
strncpy()) when copying the returned buffer.

APIs

FunctionName Comments

getenv()

Method of Attack

ExceptionCriteria

If strcpy() or another vulnerable function is used on
the return value of this function, an attacker could
specify an arbitrarily long environment variable and
overflow this buffer.

If strncpy or memcpy is used with the appropriate
length, this function is safe to use in tandem.

Solutions

Solution Solution Solution
Applicability Description Efficacy

This solution Size any This solution
isaways buffer that the |isaways
applicable environment effective.
variable will

be copied into
appropriately
and copy in
the datausing
strepy() or
memcpy() with
the appropriate

limit.
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Signature Details char * getenv(const char * name);

Examples of Incorrect Code /* Inproperly sized buffer */
char path = getenv("PATH');
char target [10];
strcpy(target, path);

Examples of Corrected Code /* Properly-sized buffer */
char path = getenv("PATH");
int buf _|en = 50;

char target [buf _len];
strcpy(target, path, buf_len);

Sour ceRefer ences *  getenv() man page’

e 1TS4 Source Code Vulnerability Scanning Tool
3

* Rough Auditing Tool for Security (RATS)*

Recommended Resour ce

Discriminant Set Operating Systems « UNIX (All)
*  Windows (All)
L anguages - C
o C++
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